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WARNING SUMMARY

SAFETY SUMMARY GENERAL SAFETY PRECAUTIONS

For general and emergency first aid procedures, see FM 4-25.11, First Aid for Soldiers.

For safety precautions during the maintenance of electrical/electronic equipment, see TB 385-4 (Army), Safety
Requirements for Maintenance of Electrical and Electronic Equipment.

+ +

SAFETY STEPS TO FOLLOW IF SOMEONE IS THE VICTIM OF ELECTRICAL SHOCK:

1. DO NOT TRY TO PULL OR GRAB THE INDIVIDUAL WITH BARE HANDS.
2. IF POSSIBLE, TURN OFF THE ELECTRICAL POWER.

IF YOU CAN NOT TURN OFF THE ELECTRICAL POWER, USE A DRY WOODEN POLE, DRY ROPE, OR
SOME OTHER INSULATING MATERIAL TO PULL, PUSH, OR LIFT THE PERSON TO SAFETY.

SEND FOR HELP AS SOON AS POSSIBLE.

AFTER THE INJURED PERSON IS FREE OF CONTACT WITH THE SOURCE OF THE ELECTRICAL
SHOCK, MOVE THE PERSON A SHORT DISTANCE AWAY AND IMMEDIATELY START CARDIOPUL-

MONARY RESUSCITATION (CPR).
A WARNING

The Create Device lithium battery pack is hazardous if mishandled or abused. Strictly
observe the following precautions to prevent injury to personnel or damage to
equipment.

DO NOT heat, short circuit, incinerate, crush, puncture, disassemble, or otherwise
mutilate the battery pack.

DO NOT store battery in equipment during long periods of non-use.

TURN OFF equipment immediately if you feel battery case becoming very hot, hear
battery venting (hissing or burping), or smell irritating gas (such as sulfur dioxide).
Remove battery only after it cools to the touch; then return it to supply for disposal.

A WARNING

If battery contents or electrolyte come in contact with the eyes, IMMEDIATELY flush the
affected area for at least 15 minutes with clean WATER and have someone else
summon medical attention for you. Unaffected personnel should assist the affected
individual in the vital first flushing of the eyes. Such assistance is necessary for effective
irrigation, as the eyelids go into spasm and remain shut, making it difficult for a person
to flush the eyes without assistance. Failure to comply could cause injury to personnel.
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WARNING SUMMARY - Continued

A WARNING

If battery contents or electrolyte are spilled and come in contact with the skin,
— IMMEDIATELY flush the affected area for at least 15 minutes with clean WATER and
b seek medical attention promptly. Failure to comply could cause injury to personnel.

A WARNING

If the Create Device internal lithium battery pack leaks, remove the battery pack and
clean out the battery compartment with a clean damp cloth, then dry thoroughly.
Dispose of the lithium battery pack IAW your local servicing Defense Reutilization
Material Office (DRMO). Failure to comply could result in injury to personnel and/or

damage to equipment.
A WARNING

Operators should not perform any unauthorized modifications or maintenance. Maintenance is to be
conducted by authorized personnel only. Report damaged equipment to maintenance personnel. Failure
to comply may result in injury to personnel.

A WARNING

ﬂ The Hard Disk Drive (HDD) can be hot. Burns may result. Allow the HDD to cool

adequately or use gloves prior to removing from the Create Device Ruggedized Laptop
Computer. Failure to comply could cause injury to personnel.
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https://pubs.ala.usmc.mil/front.htm, scrolling down to the NAVMC 10772 Tracking Program, and following
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HOW TO USE THIS MANUAL

HOW TO USE THIS MANUAL

This Operator and Field Maintenance Technical Manual is designed to assist personnel in operating,
troubleshooting, and maintaining the FBCB2 Create Device Digital Computer Set. It is written in accordance with
MIL-STD-40051-2 Change 1.

It is important to become familiar with this manual and with the overall functions of the FBCB2 Create Device
before attempting any maintenance tasks.

Chapter 1. Provides general information about the FBCB2 Create Device and a detailed description of the major
components and their locations. The chapter provides the theory of operation of the FBCB2 Create Device and
the way it functions within the FBCB2 system. A list of abbreviations and acronyms is included to aid the reader.

Chapter 2. Provides a detailed description of the controls and indicators of the FBCB2 Create Device Ruggedized
Laptop Computer. It provides startup and shutdown procedures for the system and also provides operator level
instructions for configuring and maintaining the FBCB2 Create Device under usual conditions. These operating
instructions include operations under usual and unusual conditions, and emergency operating procedures.

Chapter 3. Provides operator-level troubleshooting procedures and guidelines.

Chapter 4. Provides operator-level maintenance instructions in the form of Preventive Maintenance Checks and
Services (PMCS) and configuration procedures.

Chapter 5. Provides field-level maintenance instructions such as service upon receipt, configuration and
component replacement procedures.

Chapter 6. Provides parts information for the AN/GYK-55 Create Device Digital Computer Set in the form of the
RPSTL introduction, Repair Parts list(s), Special Tool list, National Stock Number (NSN) index and Part Number
(PN) index.

Chapter 7. Provides support information including the Maintenance Allocation Chart (MAC), Service Upon Receipt
(SUR) information, the Repair Parts Lists and Special Tools List, the Components of End Item (COEI) list, the
Basic Issue Items list, the Additional Authorization List (AAL) and the Expendable and Durable Items list. It also
includes a list of reference documents referred to in the manual and used in the FBCB2 system.

Rear Matter. Provides a Glossary of Terms which defines and explains uncommon terms used in this manual.
There are also blank DA 2028 forms which can be cut out and mailed in to call attention to deficiencies found in
this manual. A filled out sample form is also provided. At the very end of the manual is an English/Metric
conversion chart.

FEATURES OF THIS MANUAL

A table of contents is provided for all work packages included in this manual.

Warnings, cautions, notes, subject headings, and other important information are highlighted in bold print as a
visual aid.

Statements and words of particular importance are printed in capital letters to create emphasis.
Instructions are located together with figures to illustrate the specific maintenance tasks.
Technical instructions include metric in addition to standard units. A metric conversion chart is provided on the

inside back cover.

FOLLOW THESE GUIDELINES TO USE THE MANUAL

Read through this manual and become familiar with its contents before proceeding to specific maintenance
tasks.
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A warning summary is provided at the beginning of this manual and should be read before performing any
maintenance tasks.

In the actual maintenance tasks, follow all WARNINGS, CAUTIONS and NOTES immediately preceding the
procedural steps to which they apply. If these instructions are not followed or care is not taken, injury to
personnel or equipment damage may result.

The headings for each work package help group the material and assist in quickly finding tasks. Read all
preliminary information found at the beginning of each task. After completing a task, ALWAYS perform the
follow-on maintenance at the end of the task.

ACCESS THE PM FBCB2 KNOWLEDGE CENTER

For the latest information on FBCB2 equipment and documentation, visit the FBCB2 Knowledge Center at
https://fbcb2.army.mil.  You will need to register with the site to gain access to the information. You can also
access the FBCB2 Knowledge Center through your Army Knowledge Online (AKO) account.
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CHAPTER 1

GENERAL INFORMATION, EQUIPMENT DESCRIPTION, AND THEORY OF OPERATION
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OPERATOR MAINTENANCE INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

GENERAL INFORMATION

SCOPE

This technical manual contains operating instructions, troubleshooting procedures, and maintenance instructions
for the FBCB2 Force XXI Battle Command Brigade-and-Below (FBCB2) AN/GYK-55 Create Device Digital
Computer Set. In keeping with the two-level maintenance concept, work packages are designated either as
Operator or Field level of maintenance. Procedures are given for configuring or adjusting system performance
utilizing appropriate software applications, troubleshooting the system to identify faulty components, and removing

and replacing hardware components.
G

Paragraphs in this manual may apply only to Army or to Marine Corps personnel. These paragraphs
have prefixes (A) for Army and (MC) for Marine Corps to indicate the appropriate military service
branch. Paragraphs without prefixes apply to both services.

MAINTENANCE FORMS, RECORDS, AND REPORTS

(A) Department of the Army forms and procedures used for equipment maintenance will be those prescribed by
(as applicable) DA PAM 750-8, The Army Maintenance Management System (TAMMS) Users Manual; DA PAM
738-751, Functional Users Manual for The Army Maintenance Management Systems - Aviation (TAMMS-A); or
AR 700-138, Army Logistics Readiness and Sustainability.

(MC) Maintenance forms and records used by Marine Corps personnel are prescribed by TM 4700-15/1.
Reporting of Item and Packaging Discrepancies

(A) For damage to equipment incurred during shipment, report the damage on SF 361, Transportation
Discrepancy Report (TDR).

(A) For item and packaging discrepancies, fill out and forward SF 364 Report Of Discrepancy (ROD) as
prescribed in AR 735-11-2/DLAR 4140.55.
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REPORTING EQUIPMENT IMPROVEMENT RECOMMENDATION (EIR)

(A) If your FBCB2 Create Device needs improvement, let us know. Send us an EIR. You, the user, are the only
one who can tell us what you don't like about your equipment. Let us know why you don't like the design or
performance. If you have Internet access, the easiest and fastest way to report problems or suggestions is to go
to https://aeps.ria.army.mil/aepspublic.cfm (scroll down and choose the Submit Quality Deficiency Report bar).
The Internet form lets you choose to submit an Equipment Improvement Recommendation (EIR), a Product
Quality Deficiency Report (PQDR) or a Warranty Claim Action (WCA). You may also submit your information
using an SF 368 (Product Quality Deficiency Report). You can send your SF 368 via e-mail, regular mail, or
facsimile using the addresses/facsimile numbers specified in DA PAM 750-8, The Army Maintenance
Management System (TAMMS) Users Manual. We will send you a reply.

(MC) For Marine Corps users: Quality deficiency reports (QDR) shall be submitted on SF 368 in accordance with
MCO 4855.10. A reply will be furnished to you. PQDRs can be submitted online at
www.logcom.usmc.mil/pqgdr/default.asp.

CORROSION PREVENTION AND CONTROL (CPC)

Army materiel CPC is a continuing concern. It is important that any corrosion problems with this item be reported
so that the problem can be corrected and improvements can be made to prevent the problem in future items.
Corrosion specifically occurs with metals. It is an electrochemical process that causes the degradation of metals.
It is commonly caused by exposure to moisture, acids, bases, or salts. An example is the rusting of iron.
Corrosion damage in metals can be seen, depending on the metal, as tarnishing, pitting, fogging, surface residue,
and/or cracking.

Plastics, composites, and rubbers can also degrade. Degradation is caused by thermal (heat), oxidation (oxygen),
solvation (solvents), or photolytic (light, typically Ultraviolet (UV)) processes. The most common exposures are
excessive heat or light. Damage from these processes will appear as cracking, softening, swelling, and/or
breaking.

(A) Form SF 368, the PQDR should be submitted to the address specified in DA PAM 750-8, TAMMS Users
Manual.

(MC) Refer to TM 4700-15.1-3. CPC. Submit form SF 368, for recording and transmitting equipment failure data.
Marine Corps Order (MCO) 4855.10 applies. Online PQDRs can be submitted at
www.logcom.usmc.mil/pqgdr/default.asp.

OZONE DEPLETION SUBSTANCES (ODS)

The continued use of ODS has been prohibited by Executive Order 12856 of 3 August 1993. There are no
ozone-depleting substances within the AN/GYK-55 Create Device Digital Computer Set components.

DESTRUCTION OF ARMY MATERIAL TO PREVENT ENEMY USE

Destruction of Army/Marine electronics materiel to prevent enemy use shall be in accordance with Technical
Manual 750-244-2.
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PREPARATION FOR STORAGE OR SHIPMENT

Prior to the storage and shipment of equipment, the equipment shall be checked for condition and completeness.
After shipment, the equipment shall be checked for condition, completeness, cleanliness, and operational
readiness before storing.

Storage

For long term storage, or for storage at temperatures above specified operating temperatures, remove the
Ruggedized Laptop Computer main battery pack and store separately.

The storage temperature range for the complete AN/GYK-55 Create Device Digital Computer Set, packed in its
computer case, shall not exceed -4°F to +140°F (-20°C to +60°C). See Table 2, for individual component storage
temperatures.

Shipment

Packaging for shipment shall be in accordance with best commercial practice and in accordance with the
American Society for Testing Materials (ASTM) Standard Practice for Commercial Packaging D3951-90.

Ruggedized Laptop Computer. Before shipping the AN/GYK-55 Create Device Ruggedized Laptop Computer,
remove the battery pack and the hard disk drive and wrap them separately in bubble wrap or suitable cushioning
material. Pack them in the same container as the laptop.

NOMENCLATURE CROSS REFERENCE LIST

Table 1. Nomenclature and Definitions.

COMMON OFFICIAL DEFINITION OF TERMINOLOGY

NAME NOMENCLATURE

FBCB2 Create | Computer, Digital, AN/ Refers to the Ruggedized Laptop Computer that is the operating
Device GYK-55 component of the AN/GYK-55 Digital Computer Set.

Stylus Computer Unit Pen A non-metallic pen that allows the soldier to select a precise point

on the touchscreen. The stylus allows the operator to access the
touchscreen while wearing Mission-Oriented Protective Posture
(MOPP) gloves.
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LIST OF ABBREVIATIONS AND ACRONYMS

This is a list of abbreviations and acronyms used in the FBCB2 system. Not all of the acronyms and abbreviations
on this list are relevant to the Create Device.

Table 2. Abbreviations/Acronyms List.

ACRONYM DESCRIPTION

AAL Additional Authorization List

ABCS Army Battle Command System

AC Alternating Current

ACADA Automatic Chemical Agent Detector and Alarm
ADC AC/DC Input Control

AFATDS Advanced Field Artillery Tactical Data System
AlC ABCS Interoperability Client

AKO Army Knowledge Online

AMDWS Air and Missile Defense Workstation

ANCD Automated Net Control Device

AO Area of Operation

AOI Area Of Interest

AOR Area Of Responsibility

AR Army Regulation

ASAS All Source Analysis System

ASIP Advanced System Improvement Program

B2 Brigade and Below

BAS Battlefield Automation System

BCOP Battle Command Operations

BCS Battle Command Server

BCS3 Battle Command Sustainment Support System
BDE Brigade

BFA Battlefield Functional Area

BFT Blue Force Tracking

BFT-A Blue Force Tracking - Army

BGN Blue Force Tracking Global Network Operation Center
BII Basic Issue Item
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

BIOS Basic Input/Output System

BIT Built-In-Test

BLOS Beyond Line Of Sight

BN Battalion

BOI Basis Of Issue

BOS Battlefield Operating System

BPS Black Power Supply

Cc2 Command and Control

C2PC Command and Control for the Personal Computer
CADRG Compressed Arc Digital Raster Graphic
CAGEC Commercial and Government Entity Code
CCs1 Communication Control Server

CD Compact Disc

CD-ROM Compact Disc-Read Only Memory
CHAS Chassis

CIP Control Indicator Panel

CLOS Circular Line Of Sight

CMOSs Complementary Metal-Oxide Semiconductor
CNR Combat Net Radio

COEl Components Of End Item

COMSEC Communications Security

COP Common Operational Picture

COTS Commercial Off-The-Shelf

CPC Corrosion Prevention and Control

CPR Cardiopulmonary Resuscitation

CPU Central Processing Unit

CR Change Request

CRM Client Registration Message

CRT Cathode Ray Tube

CSMA Carrier Sense Multiple Access

CSS Combat Service Support
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

CTA Common Table of Allowance

CTIL Commanders Tracking Item List

Cv Crypto Variable

DA Department of the Army

DAGR Defense Advanced Global Positioning System Receiver
DB Database

dcC Diagnostic Code

DC Direct Current

DECON Decontamination

DISP Display

DoD Department of Defense

DRMO Defense Reutilization Marketing Office

DS Direct Support

DSP Digital Signal Processor

DU Display Unit

EAC Echelon Above Corps

ECM Electronic Countermeasures

ECWS Extreme Cold Weather System

EDIL Expendable and Durable Items List

EIAD Expansion Interface Adapter Device

EIC End Item Code

EIR Equipment Improvement Recommendation
EIS Enhanced Information System

EMP Electromagnetic Pulse

ENM EPLRS Network Manager

EPLRS Enhanced Position Location Reporting System
ESD Electrostatic Discharge

ESDS Electrostatic Discharge Sensitive

FAT File Allocation Table
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

FBCB2 Force XXI Battle Command Brigade-and-Below
FDMA Frequency Division Multiple Access

FIPR Flash/Immediate/Priority/Routine Message Precedence
FLIR Forward Looking Infrared

FMTV Family of Medium Tactical Vehicles

FOUO For Official Use Only

FOV Field Of View

FP Fault At Post

FRAGO Fragmentary Order

FSCM Fire Support Control Measures

GB Gigabyte

GCCS-A Global Command and Control System-Army
GFCI Ground Fault Circuit Interrupter

GFE Government Furnished Equipment

GPS Global Positioning System

HDD Hard Disk Drive

HDR High Data Rate

HEMTT/PLS Heavy Expanded Mobility Tactical Truck/Palletized Loading System
HICON Highest Configurable Role

HMMWV High Mobility Multi-purpose Wheeled Vehicle
1/0 Input/Output

IAW In Accordance With

IBS Inter-Brigade Server

IDE Integrated Drive Electronics

IETM Interactive Electronic Technical Manual

IEW Intelligence and Electronic Warfare

INC Internet Controller

IP Input Power

IP Internet Protocol
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

JNN Joint Network Node

JNTC Joint Network Transport Capability
JTA Joint Table of Allowance

KU Keyboard Unit

LAN Local Area Network

LCD Liquid Crystal Display

LCN Logical Channel Number

LDR Low Data Rate

LED Light Emitting Diode

LMTV Light Medium Tactical Vehicles
LOGSA Logistics Support Activity

LOS Line Of Sight

LRAS3 Long-Range Advanced Scout Surveillance System
LRU Line Replaceable Unit

LSD Large Screen Display

LTI Lower Tactical Internet

MAC Maintenance Allocation Chart
MAGTF Marine Air-Ground Task Forces

MB Megabyte

MCS Maneuver Control System

MDL Mission Data Loader

MDS Mission Data Sets

MGRS Military Grid Reference System

MIB Management Information Base
MICAD Multipurpose Integrated Chemical Agent Detector
MILSATCOM Military Satellite Communication
MIS Management Informational Systems
MOPP Mission Oriented Protective Posture
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

MOS Military Occupational Specialty

MPD Multimedia Pocket Device

MSG Multiple-Source Group

MTOE Modified Table of Organization and Equipment
NBC Nuclear, Biological, and Chemical

NHA Next Higher Authority

NICAD Nickel Cadmium

NIIN National Iltem Identification Number
NiMH Nickel Metal Hydride

NMWR National Maintenance Work Requirement
NSA National Security Agency

NSN National Stock Number

NTDR Near Term Digital Radio

OoDS Ozone Depleting Substance

OEF Operation Enduring Freedom

OPORD Operations Order

OTA Over-The-Air

OTAR Over-The-Air Re-keying

OTAZ Over-The-Air Zeroize

OTH Over The Horizon

P/N Part Number

PASS Publish and Subscribe Services

PC Personal Computer

PCB Printed Circuit Board

PDSD Portable Data Storage Device

PKI Private Key

PLGR Precision Lightweight Global Postioning System Receiver
PMA Power Module Assembly

PMC Preventive Maintenance Checklist
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

PMCS Preventive Maintenance Checks and Services
PMI Phased Maintenance Inspection

POC Point Of Contact

POST Power-On-Self-Test

PPP Point-to-Point Protocol

PQDR Product Quality Deficiency Report

PU Processor Unit

PVNT Position, Velocity, Navigation, and Timing
PWR Power

QA Quality Assurance

QTY Quantity

R/T Receiver/Transmitter

RA Remote Antenna

RADIAC Radiation Detection, Identification, and Computation
RAM Random Access Memory

RHDDC Removable Hard Disk Drive Cartridge

RM Radiant Mercury

ROD Report Of Discrepancy

RPSTL Repair Parts and Special Tools List

RS Radio Set

SA Situational Awareness

SATCOM Satellite Communication

SBU Sensitive But Unclassified

SCB System Configuration Baseline

SCM Server Coordination Message

SEP System Enhancement Program

SIAD Serial Interface Adapter Device

SINCGARS Single Channel Ground and Airborne Radio System
SIPRNET Secret Internet Protocol Router Network
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

SITREP Situation Report

SMI Soldier-Machine Interface

SMR Source, Maintenance and Recoverability
SO Security Officer

SOP Standard Operating Procedures
SPA Selectable Power Adapter

SUM Software User's Manual

SVGA Super Video Graphics Array
TAMMS The Army Maintenance Management System
B Technical Bulletin

TDA Tables of Distribution and Allowance
TDMA Time Division Multiple Access

TDR Transportation Discrepancy Report
TFT Thin Film Transistor (LCD Display)
TI Tactical Internet

™ Technical Manual

TMDE Test, Measurement and Diagnostic Equipment
T™MT Transceiver Management Tool

TOC Tactical Operations Center

TOE Table Of Equipment

TR Trusted Relationship

u/l Unit of Issue

UAL User Access Level

UAV Unmanned Aerial Vehicles

uocC Usable On Code

UPS Uninterruptible Power Source

URO User Read-Out

uUSB Universal Serial Bus

UTI Upper Tactical Internet

UTM Universal Transverse Mercator
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Table 2. Abbreviations/Acronyms List. - Continued

ACRONYM DESCRIPTION

uTo Unit Task Organization

VAA Vehicular Amplifier Adapter

VHSIC Very High Speed Integrated Circuit
VMF Variable Message Format

VPN Virtual Private Network

VSAT Very Small Aperture Terminal
WAN Wide Area Network

WCA Warranty Claim Action

WP Work Package

WWMCCS World Wide Military Command and Control

QUALITY ASSURANCE INFORMATION

Refer to the latest issue of DA PAM 25-30 to determine if there are new editions, changes or additional
publications pertaining to the equipment.

SAFETY, CARE, AND HANDLING
Warnings, cautions, and notes are used throughout this manual and will immediately precede the description or
procedure to which they apply.

Warnings are used when serious injury or loss of life could occur.

Cautions are used when damage to equipment could result from improper handling or maintenance.

Notes are provided for information purposes only.

Always practice safety and observe all warnings and cautions. A summary list of warnings that apply to the
AN/GYK-55 Create Device is included inside the front of this manual.

For safety precautions during the maintenance of electrical/electronic equipment, Army personnel should refer to
TB 385-4.

For care and handling of electronics equipment, Army personnel should refer to TM 43-0158.
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& CAUTION

The following procedures should be observed when handling all electronic components and units.
Failure to observe these precautions can cause permanent damage to the electronic equipment.

1.
2.

Turn off power or disconnect all power prior to removing or installing a component.

Inspect all cables for damaged connectors and terminal ends or damage to the cable jacket before
connecting to the equipment.

Do not handle electronic devices unnecessarily or remove them from their packages until ready to
install.

When handling electronic devices, even when not connected, avoid touching connector pins or
contacts as this could cause static electricity in your body to discharge and damage internal
circuits.

If components must be left in a wet or dusty environment, cover all connectors and contacts to
prevent contamination.

Do not place electronic components near magnetic field generators such as audio speakers,
vehicle engines, or electric motors.

Table 3 lists safety, care, and handling information for the AN/GYK-55 Create Device Digital Computer Set.

Table 3. Safety, Care, Handling Information for the AN/GYK-55 Create Device.

Type of Equipment Safety, Care and Handling Information

Mechanical

The only line replaceable unit (LRU) is the Ruggedized
Laptop Computer which is 7.98 pounds (3.62 kg) with
the HDD, CD/DVD drive and battery pack installed.

Acoustical The noise level generated by the internal drives is
insignificant.

Electrical The highest voltage inside the laptop is +15 VDC,
which is produced by the external DC power supply.

lonizing Radiations No x-ray or other ionizing radiation is present in the
Create Device.

Radioactive Materials No radioactive materials are used.

Toxic Materials The lithium-ion backup battery pack contains enough

lithium material to pose a hazard if the battery leaks.
The laptop motherboard also contains a small clock
battery. The lithium content of this battery is well below
the amounts permitted by Federal Regulations for use
in a confined area.
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SECURITY MEASURES FOR ELECTRONIC DATA

The FBCB2 Create Device Ruggedized Laptop Computer is accredited to store and transfer classified information
up to and including Secret. Personnel who handle, store, or transport the Create Device should be familiar with
AR 380-5 and AR 25-2.

Information Assurance

AR 25-2 establishes responsibilities, policies, and procedures for assuring information security across the
FBCB2-BFT and FBCB2-EPLRS networks.

Personnel Responsibilities . Operator and maintenance personnel who are properly cleared and trained are
required to safeguard all classified information during operations. Personnel with the proper security clearances
as specified in AR 380-5 are responsible for controlling access to and safeguarding sensitive and classified
information available over the FBCB2 networks.

Information Security

AR 380-5 establishes the policy for classification, downgrading, declassification, and safeguarding of information
requiring protection in the interest of national security.

Personnel Responsibilities.  Accountability of classified documents and media must be systematic and
continuous. Users and maintainers of the FBCB2 Create Device are accountable for all system components and
should immediately report any missing or destroyed system components to the Chain of Command. BDE and BN
S2 must verify that users of Secret mission data have appropriate security clearances and are authorized to
access the classified information IAW AR 380-5.

Screen Lock. The operator should activate the screen lock function whenever the Create Device is left
unattended to protect any displayed classified information. Refer to WP 0019 for the procedure to activate the
screen lock.

Classification Banners. It is the responsibility of Operator and Field Signal Maintenance personnel to ensure the
proper classification banner is displayed for the level of classification of the FBCB2 software. Refer to WP 0064
for the procedure to change the system classification and the classification banner displayed.

Storage and Marking of Classified Media. = Containers that satisfy the requirements of AR 380-5 should be used
for movement and storage of classified media. The media containing the classified information remains classified
until properly purged or destroyed in accordance with the procedures contained in AR 380-5.

If the FBCB2 Create Device Ruggedized Laptop Computer contains classified information, it must be marked IAW
AR 380-5 to indicate the classification level of the stored material. If the FBCB2 Create Device Ruggedized
Laptop Computer does not contain classified material, it does not require special storage.

An FBCB2 Create Device Ruggedized Laptop Computer marked in accordance with AR 380-5 as Secret will
remain as classified media until the hard disk drive is declassified using an approved purging station or is
destroyed in accordance with AR 380-5. Proper safeguards must be taken IAW AR 380-5 when storing and
transporting the Ruggedized Laptop Computer to prevent unauthorized access to the stored material.

An FBCB2 Create Device Ruggedized Laptop Computer containing only unclassified information must be handled
as For Official Use Only (FOUO) IAW AR 380-5.

Encryption Keys. Public and private encryption keys are installed in the Create Device. The private key allows
the Security Officer to gain access to remote systems to transmit a challenge or authentication request or to
disable a platform remotely. Encryption key media should be handled and stored IAW AR 380-5 and AR 25-2.
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Remote Disable. The FBCB2 Create Device enables the Security Officer to remotely challenge and disable an
FBCB2 platform if it is suspected of being compromised. A private key must be installed in order to perform the
disable function.

Local Destroy. The FBCB2 Create Device software contains menu options to allow the operator to destroy the
hard disk drive to prevent the system from being compromised. This function is accessed from the F6 ADMIN
option on the Operations screen.

Personnel Security

Personnel security issues are addressed in AR 25-2 and AR 380-5. Personnel responsible for accessing and
handling sensitive or classified information must be properly cleared, trained, and briefed on their responsibilities
for safeguarding such information. This applies to all software media, printed media, and data and information that
is accessed or transmitted over a network.

Passwords. The Security Officer is responsible for assigning and distributing individual and unit passwords for
access to sensitive FBCB2 information. The Create Device is used to generate and load passwords into
password mission data set (MDSs) for distribution to units. Refer to WP 0020 for procedures to create a password
mission data set.

PM FBCB2 KNOWLEDGE CENTER

For the latest up-to-date information on all FBCB2 equipment and documentation, visit the FBCB2 Knowledge
Center at https://ffbcb2.army.mil.  You will need to register with the site to gain access to the information. Click on
the "Register for Access" link to register with the site. You can also access the FBCB2 Knowledge Center through
your Army Knowledge Online (AKO) account.

END OF WORK PACKAGE
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OPERATOR GENERAL INFORMATION
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

EQUIPMENT DESCRIPTION AND DATA

EQUIPMENT CHARACTERISTICS, CAPABILITIES AND FEATURES

Characteristics

The AN/GYK-55 Create Device Digital Computer Set consists of a Ruggedized Laptop Computer running Force
XXI Battle Command Brigade-and-Below (FBCBZ2) software, a Universal Serial Bus (USB) cable for connecting a
mission data load (MDL) storage device to the laptop, and a computer transit case for storage of the laptop (with
its DC power supply) and the USB cable. The complete AN/GYK-55 Create Device Digital Computer Set is shown
in Figure 1. The Ruggedized Laptop Computer is also referred to as the "FBCB2 Create Device" or simply as the
"Create Device."

The Create Device allows the commander and staff to create mission data loads consisting of databases, digital
maps or map overlays, unit task organization (UTO) data, software patches, security passwords and C2
messages. The Security Officer can also used the Create Device to challenge (authenticate) or disable a remote
system.

Capabilities

ﬂNOTE

A private encryption key must be loaded in order for the Security Officer to challenge or disable a

remote platform.
ﬂ NOTE

The AN/GYK-55 Create Device Digital Computer Set does not automatically transmit its own position
since it is not equipped with a GPS receiver.

The Create Device allows the Commander or staff to:

1.  Create mission data loads consisting of databases, digital maps or map overlays, unit task organization
(UTO) data, software patches, security passwords and C2 messages.

Transfer data from a CD-ROM disk to an MDL device.

Send and Receive FBCB2 SA and C2 data via a Local Area Network (LAN).

Challenge and/or disable a remote FBCB2 platform.

a > 0D

Download mission data loads to an MDL Device.

0002-1



TM 11-7010-346-13&P 0002

Figure 1. AN/GYK-55 Create Device Digital Computer Set.
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LOCATION AND DESCRIPTION OF MAJOR COMPONENTS

The following paragraphs and accompanying figures provide a description and location of the major components
of the AN/GYK-55 Create Device Digital Computer Set.

FBCB2 Create Device Ruggedized Laptop Computer

ﬂNOTE

All references to left and right or front and rear views of the Create Device are relative to the front or

face-on view.
ﬂ NOTE

The Ruggedized Laptop Computer Types | and Il are designations used in this manual. Type | refer-
ences the Ruggedized Laptop Computer (NSN 7021-01-556-9062.) Type Il references the Ruggedized
Laptop Computer (NSN .)

The Create Device is a notebook-size laptop that has been ruggedized to resist harsh conditions and rough
handling. The laptop has a magnesium alloy casing and the display, keyboard and ports are sealed against dirt
and liquids. Critical internal devices including the hard disk drive are shock mounted. The laptop can withstand
severe temperature extremes and sudden temperature changes. The Ruggedized Laptop Computer is equipped
with a 1.4 GHz Intel Pentium 4 processor and 512 MB of RAM memory. The operating system is Linux Red Hat.
The FBCB2 software is stored in an 80 GB hard disk drive (HDD).

The Type Il version of the Ruggedized Laptop Computer is equipped with a 1.6 GHz Intel Duo Core processor
and 2 GB of RAM memory.

Figure 2 shows left and right front views of the Create Device with key features and components indicated.

Figure 3 shows the right side of the Type Il version of the Ruggedized Laptop Computer.

Figure 2. Create Device Ruggedized Laptop Computer Left and Right Front Views.

0002-3



TM 11-7010-346-13&P 0002

POWER PORT
USB PORT

ETHERNET PORT
MODEM

1394 PORT

SD CARD
PORT

HARD DISK
DRIVE

Figure 3. Type Il Ruggedized Laptop Computer Right Side View.

Touchscreen Display. A touch-sensitive Liquid Crystal Display (LCD) mounted to the inside cover allows the
operator to select menu options by pressing directly on the screen membrane. The screen resists cuts and
scratches and can be operated by a soldier using a fingertip or the provided stylus pen. A keyboard and a
touch-sensitive pad are located on the bottom half of the laptop and sealed against liquids and dirt.

Keyboard Keys and Touch Pad Buttons . These features are described in detail in WP 0004, Description and
Use of Operator Controls and Indicators.

Ethernet and USB Ports. An Ethernet port and a USB port are located on the right side of the Create Device as
shown in Figure 4.

The Ethernet port is used to connect the Create Device to a Local Area Network (LAN) or to a stand-alone
network printer. The USB port is located on the right side of the Ruggedized Laptop Computer next to the
Ethernet port and is used to connect an MDL device or a local USB printer. Figure 3 shows the location of the
Type Il version of Ruggedized Laptop Computer Ethernet port.

DC IN Jack. The Create Device is powered by a +15 VDC external DC power supply that plugs into the DC IN
jack located on the right side of the laptop behind the Ethernet and USB ports, as shown in Figure 4 and Figure 5.

Figure 4. Type | Create Device Ruggedized Laptop Computer Ethernet and USB Ports.
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Figure 5. Type Il Create Device Ruggedized Laptop Computer Ethernet and USB Ports.

Ruggedized Laptop Computer Rear Connectors.  The rear connectors of the Create Device are shown in
Figure 6 or Figure 7. These connectors are accessed by opening a hinged rear cover.

Serial Port Connector. A 9-pin RS-232 serial port connector is located on the right rear side of the laptop.

External Display Port. This SVGA port allows an external display to be connected to the laptop.

ﬂNOTE

Some older models of the Ruggedized Laptop Computer have a standard keyboard/mouse connector
instead of a USB port.

External USB Keyboard/Mouse Port.  This USB port allows an external keyboard or mouse to be used with the
Create Device. It can also be used as a second USB port for a USB printer or to access an MDL device.

Headphone and Microphone Jacks. These jacks permit the connection of a headset and a microphone to the
internal sound card. These functions are not currently used in the Create Device.
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Figure 6. Type | Create Device Ruggedized Laptop Computer Rear Connectors.

MICROPHONE JACKS
EXPANSION BUS
CONNECTOR EXTERNAL VIDEO

USB MOUSE /
JKEYBOARD
HEADPHONE/

Figure 7. Type Il Create Device Ruggedized Laptop Computer Rear Connectors.
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Hard Disk Drive (HDD)

A removable 80 GB HDD is located in a compartment on the right side of the Ruggedized Laptop Computer, as
shown in Figure 2.

CD/DVD Drive

On the left side of the Ruggedized Laptop Computer is a compartment for the removable CD/DVD-RW drive, as
shown in Figure 2. This compartment is referred to as the Multimedia Pocket (MP), and the device installed in the
compartment is referred to as the Multimedia Pocket Device (MPD). Figure 8 shows the two types of removable
drives used in the Create Device.

Battery Pack

The Create Device has a removable backup battery that, when fully charged, can power the laptop up to 8 hours
depending on the processing load. The average time is about 7 hours. The battery begins charging when the DC
power supply is connected and should reach full charge (battery status LED steady green) in approximately 4
hours. Figure 2 shows the location of the battery pack compartment and Figure 8 shows an illustration of the

battery pack.
ﬂ NOTE

PC/PCMCIA Card compartments

Type Il version of Ruggedized Laptop Computer has no PC/PCMCIA Card slot.

A compartment is located on the right side of the Ruggedized Laptop Computer with two slots that will accept
PC/PCMCIA cards, as shown in Figure 2. These slots can be used for special cards such as modem cards or an
additional memory card. These slots are not currently used.

DC Power Supply

The DC power supply is an external power supply with a removable AC power cable that plugs into an available
120 VAC outlet. The other end of the AC power cable plugs into a connector in the DC power supply. The power
supply converts 120 VAC to +15 VDC. The DC output cable is attached to the power supply and plugs into the DC
IN jack on the right side of the Ruggedized Laptop Computer. The DC power supply and its cables are shown in
Figure 8.
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BATTERY PACK DC POWER SUPPLY

Figure 8. Create Device Ruggedized Laptop Computer Components.
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USB Cable

The AN/GYK-55 Create Device Digital Computer Set is supplied with a USB cable that has a military connector
on one end and a standard USB connector on the other, as shown in Figure 9. This cable is used to connect an
MDL device to the Create Device.

Figure 9. AN/GYK-55 Create Device USB Cable.

Computer Transit Case
The Create Device Ruggedized Laptop Computer, DC power supply and USB cable are stored in a computer

transit case, as shown in Figure 10. Additional pockets are provided in the case lid for CD/DVD disks and
documentation.
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Figure 10. Create Device Computer Transit Case with Stored Components.
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EQUIPMENT DATA

Dimension Data

Table 1 lists the physical dimensions for the AN/GYK-55 Create Device Digital Computer Set components.

Table 1. AN/GYK-55 Create Device Component Dimensions.

COMPONENT DIMENSIONS WEIGHT

(HXWXxL in inches) (in pounds)
Ruggedized Laptop Computer 26x11.9x10.7 8.0
USB Cable 1.0x36.0 1.0
Computer Transit Case (empty) 3x16.0x11.5 9.7

Environmental Data

Table 2 lists the environmental data for the AN/GYK-55 Create Device Digital Computer Set.

Table 2. AN/GYK-55 Environmental Specifications.

COMPONENT] TEMPERATURE ALTITUDE RELATIVE
HUMIDITY
Ruggedized | Operate: -41°F to +95 °F (-5°C to +35° C) Operate and Store: | 30% to 90%
Laptop Store: -4°F to +140°F (-20°C to +60°C) 15,000 Ft (No
Computer condensa-
tion)
USB Cable |Operate: -41° F to +95°F (-40°C to +35°C) Not specified 30% to 80%
Store: -4°F to +140°F (-20°C to +60°C)

END OF WORK PACKAGE
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OPERATOR GENERAL INFORMATION
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

THEORY OF OPERATION

INTRODUCTION

The AN/GYK-55 Force XXI Battle Command Brigade-and-Below (FBCB2) Create Device Digital Computer Set
enables commanders to create and disseminate operational data such as National Geospatial Intelligence
Agency (NGA) digital terrain data, Unit Task Organization (UTO) data, security passwords, private keys,
messages, operational orders, map overlays, and large data files in support of the AN/JUYK-128(V)1
FBCB2-EPLRS systems. This is the primary function of the FBCB2 Create Device. Data is downloaded to a
CA-131/P Mission Data Loader (MDL) device vial a USB cable connected to the Create Device, as shown in

Figure 1.

P1 P2
MDL
i USB CABLE i
CREATE
DEVICE

Figure 1. AN/GYK-55 Create Device Connected to a CA-131/P MDL Device.

In addition to its primary function, the FBCB2 Create Device is also be used to monitor other FBCB2 platforms
and to challenge and disable them if they become compromised. The Create Device is connected to a network
switch in the Tactical LAN, as shown in Figure 2, and receives FBCB2 SA data and C2 messages from the
Inter-Brigade Server. It can be used to challenge remote FBCB2 platforms and require them to authenticate. If the
remote platform is suspected of being compromised, the Create Device can be used to disable the remote
platform. The AN/GYK-55 Create Device Digital Computer Set is not connected equipped with a GPS receiver so
the operator must manually set the time and date, and must manually post the system's location.

The AN/GYK-55 Create Device Digital Computer Set is deployed only with terrestrial units.
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Figure 2. FBCB2 Create Device Connected to the Tactical LAN.
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FBCB2 CREATE DEVICE RUGGEDIZED LAPTOP COMPUTER

The Create Device Ruggedized Laptop Computer is the operating component of the AN/GYK-55 Create Device
Digital Computer Set and is shown in Figure 3 in its operating configuration. It hosts the LINUX operating system
and the FBCB2 software in an 80 GB hard disk drive (HDD). The FBCB2 software is version 6.4.4.2 or higher.

Figure 3. FBCB2 Create Device.

FBCB2 CREATE DEVICE AND THE CA-131/P MISSION DATA LOADER (MDL)
The Create Device with the CA-131/P MDL storage device enables the operator to create and distribute mission

data loads (MDLs). Mission data loads are created and transferred from the Create Device to the CA-131/P MDL
using a universal serial bus (USB) cable, as illustrated in Figure 4.
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TO RUGGEDIZED LAPTOP
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Figure 4. MDL Connected to the Create Device.

PASSWORD GENERATION AND DISSEMINATION

The Create Device is used by the Security Officer to generate both unit and individual passwords and to add them
to a password mission data set for inclusion in an MDL. The Security Officer can implement a number of secure
password controls including setting the effective start date and the effective end (expiration) date. Once
passwords are generated, the Security Officer can print the passwords and distribute them to the units.

MAP AND MAP OVERLAY DISSEMINATION

The Map Manager function of the Create Device software allows the operator to create and store various types of
maps data on either an MDL device or on a CD-ROM disk. Map data may also be imported (uploaded) from an
MDL or CD-ROM into the Create Device. The operator can import all four types of map data supported by the
FBCB2 system: Compressed Arc Digital Raster Graphic (CADRG), Vector Product Format (VPF), Digitized
Terrain Elevation Data (DTED) and Imagery.
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LARGE MESSAGES, FIELD REPORTS, AND FIELD ORDER DISSEMINATION

The Create Device can also create and download to the MDL large operational files such as messages, field
orders and operations orders (OPORDs) when distribution of that information over the LTI or L-Band network is
not feasible or practical.

Some examples of large operational files include:

Control measures graphic (e.g., Operational Overlay).
Fire control measures graphic (e.g., Fires Overlay).
Logistics control graphic (e.g., Log Overlay).
Maneuver control graphic (e.g., TIRs Overlay).
Obstacle/barrier graphic (e.g., Obstacle Overlay).
Various threat templates (e.g., SITREP, R&S, etc.).
OPORDs with annexes.

Compressed screen captures.

PATCH DISSEMINATION FROM AN MDL OR CD-ROM

The Create Device is used to upload patches to the FBCB2 software in support of the FBCB2-EPLRS system.
Patches are uploaded from a CD-ROM disk and then downloaded to MDLs for distribution to FBCB2 platforms.

DATABASE DISSEMINATION FROM AN MDL OR CD-ROM

The Create Device provides the ability to create, save and export large and small database and files in support of
the FBCB2-EPLRS system.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

DESCRIPTION AND USE OF OPERATOR CONTROLS AND INDICATORS

Create Device Ruggedized Laptop Computer Controls and Indicators

The Create Device Ruggedized Laptop Computer controls and indicators include the touchscreen display, the
keyboard keys, the touch pad , left and right touch pad buttons, and the LED status indicators, as illustrated in
Figure 1.

( =— \
TOUCHSCREEN

DISPLAY
k/

KEYBOARD

TOUCH PAD
BUTTONS

TOUCH PAD

STATUS LEDS POWER SWITCH

Figure 1. Create Device Ruggedized Laptop Computer Controls and Indicators.

Touchscreen Display

The Ruggedized Laptop Computer display has a touch-sensitive layer that covers the flat panel display and
allows the operator to directly select buttons and options on the screen without having to use the keyboard or
touch pad. The operator uses a fingertip or the special stylus provided with the Ruggedized Laptop Computer to
select objects and areas. They can also press and drag to define, or "hook," an area or object on the screen to
select it or enlarge it. Tapping the menu buttons and options with the stylus or a fingertip will activate the option.

Keyboard

The Ruggedized Laptop Computer keyboard is a compressed and rearranged version of a desktop computer
keyboard. The function keys are arranged around the outside of the keyboard, while the number and alphabet
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keys are placed in the middle in standard keyboard layout.

Special Function Key Combinations.  Many control functions for the Ruggedized Laptop Computer have been
assigned to keyboard key combinations rather than physical buttons, knobs and switches. The blue Function (Fn)
key (located at the lower left of the keyboard) is used in combination with keys F1 through F10 to control various
functions such as LCD display brightness, speaker volume and power off. To activate one of the special functions,
hold down the Fn key and press F1-F10. Table 1 is a list of the key combinations and their control functions.

Table 1. Special Function Key Combinations.

KEY FUNCTION
COMBINATION

Fn+F1 Adjust LCD display (touchscreen) brightness down.

Fn+F2 Adjust LCD display (touchscreen) brightness up.

Fn+F3 Change display to external display or send video to both external and LCD.

Fn+F4 Turn audio from the internal speaker and headphone jack on/off.

Fn+F5 Adjust internal speaker and headphone volume down.

Fn+F6 Adjust internal speaker and headphone volume up.

Fn+F7 Save the current status of the computer in flash memory and place the computer in standby
mode. Press any key on the keyboard, move the cursor on the touch pad, or tap the display
with a fingertip or stylus to return to normal operation.

Fn+F8 (Not Functional).

Fn+F9 Display the remaining battery capacity on the touchscreen.

Fn+F10 Save the current status of the computer to the hard disk and place the computer in hiberna-

tion mode. Press any key on the keyboard, move the cursor on the touch pad, or tap the
display with a fingertip or stylus to return to normal operation.
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Touch Pad

& CAUTION

Do not use anything other than a fingertip on the touch pad surface or possible damage to the touch
pad could result.

The touch pad duplicates the functions of an external computer mouse. It is a rectangular pressure-sensitive
surface approximately 2 inches by 1.5 inches in area, located just below the keyboard. The operator uses a
fingertip on the surface of the touch pad to perform the same movement functions as an external mouse. Two
buttons below the touch pad membrane duplicate the left and right buttons of an external mouse.

Moving a fingertip on the touch pad surface will move the cursor on the screen, just as with an external mouse.
Tap the touch pad once to select an object, or press the left touch pad button. Tap the touch pad twice rapidly to
double-click on an object and activate the function.

Status Indicators

There are a total of 8 LED status indicators. An indicator can be on steady, blink at a regular rate, or flash
intermittently to indicate activity in response to the computer software or operating system. These indicators are
located below the touch pad and to the right just above the power switch as shown in Figure 2. Table 2 lists the
status indicators and their functions in order from left to right in Figure 2.

SCROLL LOCK IND HDD ACTIVITY IND
NUMBER LOCK IND
CAPS LOCK IND

CD/DVD ACTIVITY IND E
)

MP POWER IND HDD

B O

=)
® 0

B0
o
o)

POWER IND
/ BATTERY IND

Figure 2. Ruggedized Laptop Computer Status LED Indicators.
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Table 2. Ruggedized Laptop Computer Activity and Status Indicators.

KEY INDICATOR

FUNCTION

|

Caps lock status

This status indicator is on steady green when the CAPS LOCK key is
pressed. The CAPS LOCK key is used to switch from typing in capital letters
to typing in lowercase

=

Number lock status

This status indicator lights steady green when the NUMLK key is pressed.
This causes a portion of the keyboard (indicated by blue numbers and math-
ematical symbols) to function as a numeric keypad.

=)
—

Scroll lock status

This status indicator lights steady green when the SCRLK key is pressed.

5

MPD status

This status indicator flashes green intermittantly when the CD/DVD
(multimedia pocket device or MPD) is accessed by the computer software.
This indicator can also be on steady to show the status of a second battery
pack, if one is installed in the MP compartment.

Hard disk drive status

This status indicator flashes green intermittantly when the hard disk drive is
accessed.

2

MP power status

This status indicator is on steady green when power is supplied to a device in
the CD/DVD drive compartment (also called the multimedia pocket (MP)).
This indicator is not lit when a second battery pack is installed in the multi-
media compartment. You can confirm the status of the second battery pack
with the MPD status indicator.
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Table 2. Ruggedized Laptop Computer Activity and Status Indicators. - Continued

KEY INDICATOR

FUNCTION

i

Battery status

& CAUTION

In high temperature conditions, the battery will discharge to the level that

corresponds to an 80% charge for normal temperature mode. While this is
occurring, the green battery indicator will blink. Do not remove the battery
pack while the battery indicator is blinking green or the power will shut off

resulting in lost data or damage to the Ruggedized Laptop Computer.

This status indicator has the following states:

This status indicator has the following states:

Not lit - Battery pack is not connected or charging is not being performed.
Steady Green - Battery is fully charged.

Blinking Green - Battery is in high temperature mode and is discharging to the
level that corresponds to an 80% charge at normal temperature. Do not
remove the battery pack while the battery indicator is blinking green.

Steady Orange - Charging in progress.

Blinking Orange - Battery temproarily cannot be recharged because the
internal temperature of the battery pack is outside of the acceptable temper-
ature range (too hot or too cold) for recharging. Once the allowable range
requirement is satisfied, charging begins automatically. Your computer can be
used normally in this state.

Steady Red - The battery level is very low (the charge is approx. 9% or less).
Connect the DC power supply. You can use the computer when the battery
indicator light is orange. If you do not have a DC power supply, save your
data and power off your computer. After replacing the battery pack with a fully
charged one, turn your computer on.

Blinking red - Battery pack or charging may not be working properly. Quickly
save your data and power off your computer. Remove the battery pack and
disconnect the AC adaptor, then connect them again. Possible failure in the
battery pack or charging circuit.

®

Power status

ﬂNOTE

Press any keyboard key or move the cursor with the touch pad to exit from
Hibernation or Standby modes.

This status indicator has the following states:

This status indicator has the following states:

Not lit - Power is off or the Ruggedized Laptop Computer is in hibernation
mode. Press any key on the keyboard, move the cursor on the touch pad, or
tap the display with a fingertip or stylus to return to normal operation.

Steady Green - Full power is on to the Ruggedized Laptop Computer.
Blinking Green - The Ruggedized Laptop Computer is in Standby mode.
Press any key on the keyboard, move the cursor on the touch pad, or tap the
display with a fingertip or stylus to return to normal operation.
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END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS

FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - ASSEMBLE THE AN/GYK-55
CREATE DEVICE DIGITAL COMPUTER SET

INITIAL SETUP:
Personnel Required Equipment Condition
Signal Support System Specialist CAT-5 cable long enough to reach the network

switch.
Port on the network switch has been assigned to the
Create Device.

ASSEMBLY AND PREPARATION FOR USE

Table 1. Assemble the AN/GYK-55 Create Device Digital Computer Set.

STEP OPERATOR ACTION INDICATION or CONDITION

1. Remove the Create Device Ruggedized
Laptop Computer from the transit case (shown
in Figure 1) and place it in its assigned
operating position.

2. Press the release latch on the Ruggedized
Laptop Computer cover and open it to its fully
open position, as shown in Figure 2.

3. Ensure the correct HDD is installed in the
Ruggedized Laptop Computer.

4. Remove the DC power supply from the transit
case and position it behind or near the
Ruggedized Laptop Computer.

5. Ensure that the female end of the power
supply AC power cord is securely plugged into
the power supply case.

6. Open the small dust cover on the right side of
the Ruggedized Laptop Computer to expose
the DC IN jack and connect the DC input cable
from the DC power supply, as shown in Figure
3.

7. Plug the Cat 5 (Ethernet) cable into the
Ethernet port on the right side of the
Ruggedized Laptop Computer, as indicated in
Figure 4 or Figure 5 for Type Il version of
Ruggedized Laptop Computer.

8. If a USB printer is to be connected, plug the
printer cable into the USB port on the right side
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Table 1. Assemble the AN/GYK-55 Create Device Digital Computer Set. - Continued

STEP OPERATOR ACTION INDICATION or CONDITION

of the Create Device.

9. Have the Information Technology Specialist
plug the other end of the CAT-5 cable into the
assigned port on the network switch.

10. Plug the male end of the power supply AC The fully configured Create Device is shown in
power cord into the 120 VAC power source. Figure 6 and is ready for operation.

USB CABLE

LAPTOP
COMPUTER

DC POWER
SUPPLY

Figure 1. AN/GYK-55 Create Device Digital Computer Set in its Transit Case.
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Figure 2. Create Device Positioned for Operation.
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Figure 3. Connect the DC Power Supply to the Ruggedized Laptop Computer DC IN Jack.

DC IN JACK
USB PORT
ETHERNET PORT

Figure 4. Create Device Right Side Ports.
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ETHERNET PORT

POWER PORT
MODEM

USB PORT
1394 PORT

SD CARD
PORT

HARD DISK
DRIVE

Figure 6. Create Device Ready for Operation.

Figure 5. Type Il Create Device Right Side Ports.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - START UP THE FBCB2 CREATE

DEVICE
INITIAL SETUP:
Personnel Required Equipment Condition
Operator System is powered off.

NOTE

e

The system must be in the SECRET classification mode prior to connecting to the Tactical LAN.

ﬂNOTE

If the Battery Status LED remains amber for more than 4 hours of continuous operation, notify Field

Signal Maintenance.
ﬂ NOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Start the FBCB2 Create Device.

STEP OPERATOR ACTION INDICATION or CONDITION

1. Conduct "Before/Weekly Mission” PMCS
before starting the Create Device. Refer to
PMCS procedures in WP 0056.

2. The power status indicator is on steady green,
ﬂ NOTE the battery status indicator is on steady green
(battery charged) or on steady orange (battery
charging), and the Ruggedized Laptop
Computer is booting up. After approximately 3
minutes, the Session Manager screen appears
and the OPS Auto-Login dialog box opens with
a countdown timer that indicates the time left
before the system will attempt to go online.

Do not hold the POWER switch to the right
for more than 4 seconds. This will cause the
Ruggedized Laptop Computer to shut down.
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Table 1. Start the FBCB2 Create Device. - Continued

STEP

OPERATOR ACTION

INDICATION or CONDITION

ﬂ NOTE

If the Auto-Login dialog box does not appear,
the role is not configured. Perform the
procedure in WP 0014 and return to this
procedure after the system reboots and you
verify that the new role is correct.

Select and hold the Ruggedized Laptop
Computer POWER switch to the right for
approximately 1 second, then release it.

ﬂ NOTE

The classification banner shown in Figure 1 is
Unclassified for this manual. The actual
screen should show the SECRET banner.

Select CANCEL.

The Auto-Login dialog box closes and the
Session Manager screen displays, as shown in
Figure 1.

Select START/LOGIN.

The Ops Login dialog box opens.

Enter the password and select CONTINUE.

The Ops Login dialog box closes. The
Anti-virus scan dialog box opens.

Select Yes or No according to local SOP.

Anti-virus scan dialog box closes.

Verify that the "Secret” banner is displayed. If
not, Perform the procedure in WP 0064 to
change the classification to Secret.

ﬂ NOTE

A GPS initialization dialog box and a COMMS
initialization dialog box will open in the lower
left corner of the screen. These functions will
eventually go red and indicate that initializa-
tion failed. This is not a problem since these
functions are not used by the Create Device
and have no effect on system operation.

Verify that the role displayed in the Session
Manager dialog box is correct. If not, perform
the procedure in WP 0014 to configure the
role. Continue with Step 7 after the system
reboots to the Session Manager screen and
you verify that the correct role is displayed.
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Table 1. Start the FBCB2 Create Device. - Continued

STEP OPERATOR ACTION INDICATION or CONDITION

9. Perform the procedure WP 0015 to obtain the
IP address of the Create Device, then return to
this procedure.

10. Provide the Create Device IP Address to the The IP address enables the Create Device to
Information Technology Specialist. access the Tactical LAN.
11. An alert window indicates that the system is
NOTE going online. After approximately 2-3 minutes,
| the Ops screen appears as shown in Figure 2.

When the Create Device goes online, the
GPS and COMM gumballs at the top left of
the Ops screen will be red. This is normal for
a Create Device.

ﬂ NOTE

The Create Device will be automatically
logged into the Tactical LAN when it goes

online.
ﬂ NOTE

The classification banner shown in Figure 2 is
Unclassified for this manual. The actual
screen should show the SECRET banner.

Select OPS.

12. Post own location IAW WP 0012. An icon representing the Create Device
appears on the Ops screen at the coordinates
entered in the procedure.

13. Send a Free Text message to an FBCB2 A Free text message is received from a

system outside the Tactical LAN to confirm that | platform outside the Tactical LAN.
the Create Device is operating properly.
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Figure 1. FBCB2 Create Device Session Manager Screen.
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Figure 2. FBCB2 Create Device Operations Screen.
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - SHUT DOWN THE FBCB2
CREATE DEVICE

INITIAL SETUP:
Personnel Required Equipment Condition
Operator System is powered on.

System is online

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Shut Down the FBCB2 Create Device.

STEP OPERATOR ACTION INDICATION or CONDITION
1. Select F6. The F6 Admin dialog box opens.
2. Select EXIT OPS. A timeout alert dialog box opens.
3. Select CANCEL on the timeout dialog box. The timeout dialog box closes.
4. Select START/SHUT DOWN/SHUTDOWN An alert dialog box opens asking "Do you

really want to shut down the computer?".

5. Select YES. The current screen closes and a series of text
messages scrolls down the screen indicating
the progress of the laptop shutdown sequence.

6. When the text "System Halted" appears at the
bottom of the screen, push the POWER switch
to the right momentarily to shut down power to
the laptop.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - CAPTURE A SCREEN
INITIAL SETUP:

Personnel Required Equipment Condition
Operator System is powered up.
System can be online or offline.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Capture a Screen.

STEP OPERATOR ACTION INDICATION or CONDITION

1.
ﬂ NOTE

This procedure captures the entire display
including any open screens, windows, and
dialog boxes. If you only want to capture a
single window or dialog box, refer to the
procedure in WP 0009.

Open the desired screen for capture.

2. Select START/FBCB2/SCREEN IMAGE Two (2) beeps will be heard and the screen
UTILITY/CAPTURE SCREEN. capture will be saved to a .tmp file in the
"Others" folder.

3. Perform the procedure in WP 0025 to copy the
mission with the screen capture file to an MDL.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS

FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - CAPTURE A WINDOW

INITIAL SETUP:

Personnel Required
Operator

Equipment Condition

System is powered up.
System is online or offline.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Capture a Window.

STEP

OPERATOR ACTION

INDICATION or CONDITION

Open the desired window for capture.

Select START/FBCB2/SCREEN IMAGE
UTILITY/CAPTURE WINDOW.

@ CAUTION

Use only the fingertip on the touch
pad surface and press lightly when
steering the cursor. Do not use
sharp/pointed objects like the stylus,
a pencil or pen, or a fingernail. The
use of sharp/pointed objects can
damage the touch pad.

Use the TOUCH PAD to steer the cursor over
the selected window.

Select the LEFT TOUCH PAD button to select
the window.

One beep will be heard and the captured
window will be saved to a .tmp file in the
"Others" folder.

Perform the procedure in WP 0025 to load the
mission to an MDL device.
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END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - PRINT A MESSAGE, REPORT

OR ORDER
INITIAL SETUP:
Personnel Required Equipment Condition
Operator System is powered up.
System is online.
Table 1. Print a Message, Report or Order.
STEP OPERATOR ACTION INDICATION or CONDITION
1. Open the message, report or order.
2. Select the PRINT button on the document. The document is printed.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - PRINT SCREEN AND WINDOW

CAPTURES
INITIAL SETUP:
Personnel Required Equipment Condition
Operator System is powered up.

ﬂNOTE

The capture will be sent to the printer currently configured for the FBCB2 Create Device.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Print Screen and Window Captures.

STEP OPERATOR ACTION INDICATION or CONDITION

1. To print a window, go to Step 3. To print a The Configure Role dialog box opens.
screen, open the desired screen.

2. Select START/FBCB2/SCREEN IMAGE Two (2) beeps are heard and the screen is
UTILITY/PRINT SCREEN. sent to the printer.
To print a window, open the desired window.

4. Use the TOUCH PAD cross-hairs to select the | Two (2) beeps are heard and the window is
desired window and then select the LEFT sent to the printer.

TOUCH PAD button.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - POST OWN LOCATION
INITIAL SETUP:

Personnel Required Equipment Condition
Operator System is powered up.
System is online and the Ops screen is displayed.
The 10-digit MGRS grid coordinates for your current
location has been obtained.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Post Own Location.

STEP OPERATOR ACTION INDICATION or CONDITION
1. Select F6 ADMIN. The Admin dialog box opens.
2. Select the LOCATION tab.
3. Select inside the LOCATION field to highlight
it.
4, Select the down arrow and select one of the The desired 10-digit coordinates appear in the
following coordinate entry options: LOCATION field.

1. Map - Select your location on the map to
automatically enter the coordinates in the
LOCATION field.

2. LRF - Obtain the coordinates from a Laser
Range Finder (Not used).

3. Kbd - Manually enter the coordinates using
the physical keyboard.

4. Vkb - Manually enter the coordinates using
the virtual keyboard.

5. Name - Select a pre-defined location from
the Named Location dialog box.

5. Select OK. The coordinates are entered into the Create
Device software and posted to the FBCB2
system.
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END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - SELECTIVELY CLEAR LOGS

AND QUEUES
INITIAL SETUP:
Personnel Required Equipment Condition
Operator System is powered up.

System is offline.

This procedure is used to selectively delete accumulated logs, SA snapshot data, messages, threaded message
data and use- defined settings that may be taking up needed hard disk space and causing a slow-down in data

processing.
& CAUTION

This procedure will permanently delete all items selected. Use caution in selecting items to delete.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Selectively Clear Logs and Queues.

STEP OPERATOR ACTION INDICATION or CONDITION

1. Press START/FBCB2/CLEAR LOGS AND
QUEUES.

2.
& CAUTION

Selecting the Reset System box will
permanently delete ALL accumu-
lated items.

Select the selection box for each item to be
cleared.

3. Select APPLY to delete the selected items. A Clear Logs and Queues Status dialog box
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Table 1. Selectively Clear Logs and Queues. - Continued

STEP

OPERATOR ACTION

INDICATION or CONDITION

opens, detailing the status of the clearing
operation. When the process is complete, the
message "Completed Clear Logs & Queues
Operation” is displayed.

Select CLOSE.

The Clear Logs and Queues Status dialog box
closes.

Select CLOSE.

The Clear Logs and Queues dialog box closes.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS

FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - CONFIGURE THE ROLE

INITIAL SETUP:

Personnel Required
Operator

Equipment Condition

System is powered up.
System is offline.
Correct database is installed.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Configure the Role.

STEP

OPERATOR ACTION

INDICATION or CONDITION

Select START/FBCB2/CONFIGURE ROLE.

The Configure Role dialog box opens.

ﬂ NOTE

The Create Device is configured with an
MDL-EPLRS role. If the desired MDL role is
not listed, notify Field Signal Maintenance.

Select the role in one of three ways:

1. Select the role from a list - Select the
desired Corps, Division, Brigade, Battalion,
Company, and Platoon fields using the drop-
down menus and then scroll through the
Matching Roles list to find the desired role.

2. Search for a role - Enter "MDL" or a patrtial
MDL role name in the search field and select
SEARCH to display a list of all available
MDL roles in the Matching Roles list.

3. Manually enter the role name - Type the

exact MDL role name in the search field.

The desired MDL role or a list of available
matching MDL roles appear in the Matching
Roles field.

Highlight the desired MDL role in the Matching
Roles list and select CONFIGURE.

A Verification dialog box opens, displaying the

following message: "This system will be
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Table 1. Configure the Role. - Continued

STEP OPERATOR ACTION INDICATION or CONDITION

configured as the following: Role Name:
XXXXxXX, Platform Type: xxxxxxx, URN:
xXxxxxx. Continue with configuration?".

4. The Role Configuration Progress dialog box
ﬂ NOTE opens, showing the status of the configuration
process. After the configuration process
completes, the SITREP Configuration dialog

' . box opens.
The role configuration process can take up to P
15 minutes to complete.
Select YES to continue.
5. Verify that the Equipment Type field reads "Ground Data Terminal" appears in the

"GROUND DATA TERMINAL". If not, use the | Equipment Type field.
drop-down arrow and select this option from

the menu.
6. Select OK to save the role configuration. The SITREP Configuration dialog box closes.
7. Select START/SHUT DOWN/REBOOT. The system reboots and the new role displays
on the Session Manager dialog box.
8. Verify that the new role displayed in the

Session Manager dialog box is correct.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - OBTAIN THE CREATE DEVICE

IP ADDRESS
INITIAL SETUP:
Personnel Required Equipment Condition
Operator System is powered up.

System is offline.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

Table 1. Obtain the Create Device |IP Address.

STEP OPERATOR ACTION INDICATION or CONDITION

1. Select START/FBCB2/TOOLS/HOST The Host information dialog box opens.

INFORMATION.

2. Select ENTER. The message "Run the report on this node?"
appears.

3. Select ENTER. The message "Processing..." is displayed.
When processing is complete, the node
information is displayed.

4. Obtain the IP Address from the listing under

the heading " '/etc/hosts' FILE DATA."

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - INSTALL A PATCH
INITIAL SETUP:

Personnel Required Equipment Condition
Signal Support System Specialist System is powered up.
System is offline.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

ﬂNOTE

Figure 2 shows the Type Il version Create Device MDL connection.

Table 1. Install a Patch.

STEP OPERATOR ACTION INDICATION or CONDITION

1. Select START/FBCB2/SYSADMIN . The System Administration dialog box opens.

2. Press the down arrow to the right of the Select | The word fbcadmin appears in the SELECT
User Name: window and select the "fbcadmin " | USER window.
user name.

3. Enter the password and press the CONTINUE |[the System Administration dialog window
button. opens.

4. If the patch is to be installed from a CD-ROM

disk or Floppy disk, insert the disk into the
drive. If it is to be installed from an MDL
device, connect the MDL device cable to the
Laptop USB port, as shown in Figure 1.

5. Press INSTALL PATCH . The Patch dialog box opens.
6. Use the keyboard to enter the number for the | A confirmation dialog box opens asking if you
type of drive or MDL device to load from: want to proceed with installing the patch.

To install the patch from a Floppy Drive, type
"1" and press the ENTER button.
To install the patch from a USB (MDL) device,
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0016

Table 1. Install a Patch. - Continued

STEP

OPERATOR ACTION

INDICATION or CONDITION

type "2" and press the ENTER button.

To install the patch from a CD-ROM Drive,
type "3" and press the ENTER button.

To install the patch from the local HDD, type
"4" and press the ENTER button.

Type Y and press ENTER.

When the patch is installed , the message:
"Patch installed successfully” is displayed.

Type Q and press ENTER to exit the Patch
dialog box.

Reboot the system to activate the patch.

USB CONNECTION
TO RUGGEDIZED LAPTOP
COMPUTER

Figure 1. Connect an MDL Device.
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TO RUGGEDIZED LAPTOP

USB CONNECTION
COMPUTER

Figure 2. Connect an MDL Device to Type Il Create Device.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - OPERATING PROCEDURES - CALIBRATE THE

TOUCHSCREEN
INITIAL SETUP:
Tools and Special Tools Personnel Required
Stylus Pen Operator

Equipment Condition
System is powered up.
System is offline.

The following procedure describes how to calibrate the Ruggedized Laptop Computer touchscreen to align
selected points on the display with the buttons and options in the BFT screens.

Table 1. Calibrate the Touchscreen.

STEP OPERATOR ACTION INDICATION or CONDITION
1. Select START/SETTINGS. A list of Settings options displays.
2. Use the touch pad to place the cursor over the | A warning window opens that states the
TOUCHSCREEN option and press the left following: "To calibrate the touchscreen, the
mouse touch pad. window manager will be killed. All programs

running on the screen will be killed. Are you
sure you wish to continue?".

3. Select YES to continue with the calibration.
4. Follow the instructions on the calibration
screen.
5. At the end of the calibration routine, select A message: "Do you want to install the new

ENTER to save the new settings and exit the |touchscreen configuration? Y/N" is displayed.
calibration screen.

6. Type Y and press ENTER.
7. Select OK to take the system online. The Ops Screen opens.
8. Using the stylus, touch available screen

options to verify the system responds to each
selection. If any response point is off, perform
the calibration procedure again.

END OF WORK PACKAGE
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OPERATOR INSTRUCTIONS
FORCE XXI BATTLE COMMAND BRIGADE-AND-BELOW (FBCB2) AN/GYK-55 CREATE DEVICE

OPERATION UNDER USUAL CONDITIONS - SECURITY PROCEDURES - LOAD PKI CERTIFICATES
INITIAL SETUP:

Personnel Required Equipment Condition
Security Officer System is powered on.
System is offline.

NOTE

e

To load a private key, refer to WP 0026.

ﬂNOTE

This procedure is valid only for FBCB2 software version 6.4.4.2.

ﬂNOTE

Figure 9 shows the Type Il version Create Device MDL connection.

Table 1. Load PKI Certificates.

STEP OPERATOR ACTION INDICATION or CONDITION
1. Select START/FBCB2/SECURITY . The Security Officer login dialog box opens.
2. Select the down arrow to the right of the The word fbcsecur appears in the SELECT
SELECT USER NAME box and select the USER box.
"fbcsecur " user name.
3. Enter the password and then select The Security Officer Applications dialog box
CONTINUE. opens with the PASSWORD/LOGIN tab
selected.
4. Select the CERTIFICATES MGMT tab. The Certificates Management tab is displayed,
as shown in Figure 1.
5. Select MANAGE CERTIFICATES. The Certificate Management dialog box opens,

as shown in Figure 2.
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Table 1. Load PKI Certificates. - Continued

STEP OPERATOR ACTION INDICATION or CONDITION
6. Select ACQUIRE KEYS. An alert dialog box opens instructing you to
insert the disk containing the key(s).
7. Insert the CD-ROM disk with the keys into the
drive.
8. Select OK. The Key Installed dialog box opens indicating
that the keys were successfully installed.
9. Select the currently active public key to
highlight it. If a current key is not loaded, go on
to Step 11.
10. Select SET DEACTIVATION END DTG and
enter the effective date and time for the current
key to deactivate.
11. Highlight the new public key and select SET The DTG keypad dialog box opens.
ACTIVATION DTG.
12. Set the activation year, month and day using
the + and - keys.
13. Select OK. The DTG keypad dialog box closes and the
Activation Data Entry dialog box opens.
14. Select OK. The Activation Data Entry dialog box closes.
15. Select CREATE KEY FILES. An alert dialog box opens indicating that the
key files were created.
16. Select OK to close the alert dialog box. The new key file is downloaded to a temporary
folder and also creates an MDL load file.
17. Select CLOSE. The Quit dialog box opens.
18. Select YES. The Security Officer Applications dialog box
closes.
19. Select CLOSE. The Security Management dialog box closes.
20. Select START/FBCB2/MISSION DATA The Mission Data Create dialog box opens, as
LOADER/CREATE MDL option. shown in Figure 3.
21. In the left-hand box, scroll down and select the
KEYS folder to highlight it.
22. Select REFRESH DATA FILES. The new key appears under previous keys in
the KEYS folder.
23. Select NEW MISSION. The New Mission dialog box opens.
24, Enter "public key " in the NAME field.
25. Select OK. The New Mission dialog box closes.
26. Select NEW MISSION. The New Mission dialog box opens, as shown
in Figure 4.
27. Enter "private key " in the NAME field.
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Table 1. Load PKI Certificates. - Continued

STEP OPERATOR ACTION INDICATION or CONDITION
28. Select OK. The New Mission dialog box closes.
29. Select the Private Key folder in the Current

Missions folder.
30. From the Available Data Files pane, select the
"private key " file.

31. Select ADD DATA FILE. The private key file is added to the private key
folder in the Current Missions pane.

32. Select the public key folder in the Current

Missions folder.
33. From the Available Data Files pane, select the
"public key " file.

34. Select ADD DATA FILE. The public key file is added to the public key
folder in the Current Missions pane.

35. Select CALCULATE MISSION ZIPPED SIZE. |The Mission Size Processing Dialog box
opens (may not display if the file is small), as
shown in Figure 6, indicating the compressed
size is being calculated. When the file size is
calculated, the Processing Dialog box closes
and the total compressed size is displayed to
the right of the CALCULATE MISSION ZIP
SIZE button, as shown in Figure 7.

36. Highlight the desired key folder (public or The Write Mission dialog box opens, as shown

private) in the right pane and select WRITE in Figure 5.
MISSION TO MDL.
37. Verify that the total compressed size calculated
in Step 35 is does not exceed the Available
Space indicated in the Write Mission dialog
box.
38. If the public key is to be loaded to the MDL
device, attach the USB cable to the MDL
device using the military plug. Tighten the plug
until the red ring on the MDL connector does
not show. If the private key is to be loaded to
the Create Device, the MDL device does not
need to be connected.
39. Insert the USB plug into the USB port on the
right side of the Ruggedized Laptop Computer
(see Figure 8) or into the USB port on the back
of the laptop.
40. The words "Portable Media" or "Local Drive"

are displayed in the field and the amount of
available space on the MDL device is
displayed just below them.
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Table 1. Load PKI Certificates. - Continued

STEP

OPERATOR ACTION

INDICATION or CONDITION

ﬂ NOTE

The public key must be loaded to an MDL
device using the PORTABLE MEDIA option
for distribution to FBCB2 platforms. The
private key is loaded directly to the Create
Device using the LOCAL DRIVE option.

Select the drop-down arrow to the right of the
entry field in the Write Mission dialog box and
select PORTABLE MEDIA if the public key
MDS is to be loaded to the MDL device,
orLOCAL DRIVE if the private key MDS is to
be loaded to the Create Device.

41.

Select OK.

A Processing dialog box opens with a clock
symbol indicating that writing is in progress.
When the processing is complete, an alert
dialog box opens with the message: "The
mission was successfully written".

42.

Select OK.

The alert dialog box closes.

43.

Select CLOSE.

The Mission Data Create dialog box closes.

44,

Select CLOSE to exit the Mission Data Create
dialog box.

45.

To install the private key to the Create Device,
perform the procedure in WP 0026, selecting
the "private key" folder in the Missions on MDL
pane.

46.

If the MDL device was connected, disconnect
the USB cable from the Create Device and
remove the cable from the MDL device.
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